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Our policy goals from ARRA
1. Technologies that protect the privacy of health information and promote security in a qualified 

electronic health record, including for the segmentation and protection from disclosure of specific and 
sensitive individually identifiable health information

2. A nationwide health information technology infrastructure that allows for the electronic use and 
accurate exchange of health information

3. The utilization of a certified electronic health record for each person in the United States by 2014

4. Technologies that as a part of a qualified electronic health record allow for an accounting of 
disclosures made by a covered entity

5. The use of certified electronic health records to improve the quality of health care

6. Technologies that allow individually identifiable health information to be rendered unusable, 
unreadable, or indecipherable to unauthorized individuals

7. The use of electronic systems to ensure the comprehensive collection of patient demographic data, 
including at a minimum, race, ethnicity, primary language, and gender information

8. Technologies that address the needs of children and other vulnerable populations

Friday, October 29, 2010



Grand Challenge #1 
Consent to Share Data

• No consent = share as needed for treatment, 
payment, and operations

•  Opt-Out = data is exchanged by default unless 
restricted by the patient

• Opt-In = data is not exchanged by default until the 
patient consents

• Opt-Out or Opt-In with restrictions = a subset of 
data is exchanged with patient consent based on 
institution, use of data,  type of data, and situation
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Institutional example

• Opt Out = I do not wish the information at 
this institution to be shared

• Opt In = I agree to share all information 
from this institution

• Restricted = I agree to share my 
medications and labs but not my problem 
list and notes from this institution
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Use of Data example

• Opt Out = I do not want to participate in this 
research study

• Opt In = I want my data used by all 
stakeholders with audit protections, to optimize 
my health

• Restricted = I want all my data shared with 
emergency providers, primary care physicians, 
payers and public health agencies, but not with 
pharmaceutical firms
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Type of Data example

• Opt Out = I do not want my laboratory 
records shared

• Opt In = I want my data from labs, 
pharmacies and payers shared with 
providers

• Restricted = I want my pharmacy records 
shared except medications used for mental 
health, HIV, and substance abuse treatment
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Situation Example

• Opt Out = I do not want my data shared 
for simple office visits with one-time 
providers i.e. out of town visit to an urgent 
care for a small laceration repair

• Opt In = I want my data shared for all care 
situations

• Restricted = I want my data shared for all 
emergency visits but not for routine care
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Examples

<consent>
<scope="Institution">
 <code code="311570"  displayName="Beth Israel Deaconess Medical 
Center"/>
  <statusCode code="opt-in"/>
  <time value=’20041001132534-0500’/> 
</scope>
 <scope="UseofData">
 <code code =“12345678" displayName="Harvard Clinical Research Institute" />
  <statusCode code="opt-out"/>
<time value=’20060923153527-0500’/> 
</scope>
</consent>

Friday, October 29, 2010



Examples

<consent>
 <scope="TypeofData">
 <code code="987654321"  displayName="Walgreens Pharmacy"/>
  <statusCode code="restricted"/>
  <time value=’20051103161524-0500’/> 
<exclusion code="34343434"  displayName="Mental Health"/>
</scope>
 <scope="Situation">
 <code code =“111111" displayName="Emergency Department Care" />
  <statusCode code="opt-in"/>
<time value=’20060201113715-0500’/> 
</scope>
</consent>

Friday, October 29, 2010



What this means

• I opt-in to share all my data from Beth Israel 
Deaconess Medical Center 

• I opt-out of participating in a clinical trial at 
Harvard Clinical Research Institute

• I opt-in to sharing my Walgreens prescription 
data except mental health medications

• I opt-in to sharing all data (including mental 
health medications) for emergency care
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Implementation details

• Medical Library Role - We need medical record metadata and 
a consent vocabulary to maintain confidentiality per patient 
preferences

• A Consent Wizard would need to enforce integrity of 
consent options to avoid conflicting preferences i.e. patients 
cannot both opt-out and opt-in for data sharing with the 
same use and situation

• A hierarchy must be created to ensure consistent 
interpretation of complex consent such as situation > 
institution > use of data  > type of data i.e. an opt-in for 
emergency care data sharing overrides type of data opt-outs
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How should we store and 
communicate consent?

• Persistently, with each disclosure of data

• In the PHR

• In the EHR

• In the HIE - local, regional or national

• At the payer
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Grand Challenge #2
Engaging the Patient

• We have a foundation of early work with tethered and 
non-tethered PHRs

• ARRA requires 

- patient online access to records including educational 
materials

- electronic lifetime health record, inpatient and outpatient 
summaries on request

-reminders

• There is no national identifier and no easy way for multiple 
providers to bidirectionally exchange data with patients 
using different PHRs
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The HealthURL
An industry standard virtual front door to every 
PHR, so that EHR vendors could easily route 
patient records to the PHR of a patient's 
preference.  Every patient can get a standard URL 
i.e.

•http://www.google.com/health/jhalamka

•http://www.healthvault.com/jhalamka

•http://www.patientsite.org/jhalamka

With this URL, the EHR or Hospital Information 
System could use send a summary of care to the 
patient's desired repository.
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The HealthURL
• Medical Library Role - Enables the delivery of 

patient specific educational materials driven by 
vocabularies 

• Solves the national identifier problem

• Identity proofing can be done by 
demonstrating you have access to a HealthURL

• Does not require complex consent options

• No regulatory restrictions

• Does not require any new infrastructure or 
technology
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Grand Challenge #3
Standards enablers

• Content

• Vocabulary

• Transmission with appropriate security
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Standards Enablers

• Most content standards are good enough - 
HL7 2.51, CCD using HITSP C32, CCR, 
NCPDP Script 10.6, X12 5010

• Implementation details must be part of the 
regulations or issued as guidance

• Political and technical barriers can be 
overcome i.e. CCR is expanded to include 
more metadata and unstructured text or 
CCD is implemented using Green CDA
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Example
<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<ClinicalDocument>
  <PatientInformation>
    <Patient birthDate="19410506" gender="M">
      <id authority="12345678" idValue="110094"/>
      <name>
        <given given="Elmer"/> 
        <family family="Fudd"/>
        <suffix suffix="Jr"/>
       </name>
    </Patient>
  </PatientInformation> 
  <ProblemSet>
    <Problem status="55561003"> 
      <TimeRange end="" start="20100515"/>
      <Topic code="233604007" codeSystem="2.16.840.1.115885.7.97">
      </Topic>
    </Problem>
  </ProblemSet> 
</ClinicalDocument>
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Standards Enablers
• Medical Library Role - National Vocabulary 

and Codeset repository

• SNOMED-CT and SNOMED-CT Core 
subset

• LOINC and LOINC orderable subset

• RxNorm

• Mappings - SNOMED-CT to ICD9 and 
SNOMED-CT to ICD10

• Making structured data easy for clinicians to 
enter

Friday, October 29, 2010



Standards Enablers
• Need simple implementation guides for 

Transmission methods

• SMTP/TLS

• REST

• SOAP

• Political and technical barriers can be 
overcome - Surescripts has already done it.  
Pick REST with certificates at the endpoints 
and declare victory

• Gateways and Direct Connections
Friday, October 29, 2010



Hosted Portal

 
•Hosted by service provider (MA-SHARE)
•Provides document / data storage, HTTP viewing for subscribers, and common 
provider index for dissemination to local gateway participants 

Local Gateway Participant

•Local  gateway users control integration, etc.
•Can leverage infrastructure for internal integration
•Interfaces can be direct or use interface engine or similar tools

Architecture Overview
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Grand Challenge #4
Aggregating Data

• Who do you trust?

• Central, local, or federated?

• Encounter-based or “data atomic”?

• Documents or messages?

• Structured or unstructured?

• Where do you put the complexity?

• Identified or de-identified?
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Aggregating Data

• Medical Library Role - Structured problem lists, 
medication lists, allergy lists and labs plus 
unstructured inpatient, outpatient and ED 
documents that illustrate the thought process 

• Keep it as close to the source as possible

• Use federated, network approaches

• Different forms for different purposes - documents 
for care coordination, data elements with metadata 
for population health

• Move complexity to the edges - EHRs that emit 
good metadata making aggregation and analysis easy

• As de-identified as possible
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Aggregating Data
• There are multiple identification and de-

identification strategies

• Probabilistic matching

• Record locator service

• Hashing the identifiers

• Separating the identity indexes

• Sip and drink
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SHRINE – Shared Health Research Information Network
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SHRINE – Shared Health Research Information Network
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Grand Challenge #5
Decision Support

• More literature published every year than a 
clinician can read in a lifetime

• Turning data into information into 
knowledge into wisdom

• Maintaining the rules
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Decision Support

• Medical Library Role - Decision Support 
Service Providers, a new form of curation

• Informatics support within clinical 
departments - pharmacy, pathology, 
radiology

• Novel forms of social networking to identify 
experts

• Patient and provider decision support

Friday, October 29, 2010



Friday, October 29, 2010



Decision Support
The Genome
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Decision Support
My Genome

• Charcot Marie Tooth IV

• Severe Combined Immunodeficiency

• Susceptibility to Tuberculosis

• 2x risk of Prostate Cancer

• Negative Kell Antigen

• Glaucoma
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Questions?

 jhalamka@caregroup.harvard.edu

 http://geekdoctor.blogspot.com
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